STUDENT PRIVACY AND DATA SUPPRESSION
POLICY
Effective November 2020

I.

Authority

The Office of the State Superintendent of Education (OSSE) collects, analyzes, stores, and reports
on many public data. OSSE has the authority to adopt and implement policies that increase the
security of these data.
As a state education agency (SEA), OSSE has a responsibility to apply data suppression to remove
identifiable information from data releases under the federal Family Educational Rights and
Privacy Act (FERPA) 1, As the lead state agency for early learning services, OSSE has similar
responsibilities under Parts B and C of the Individuals with Disabilities Education Act (IDEA) 2.
Further, as any data release carries some level of risk of disclosure, and no method of suppression
can completely eliminate risk, SEAs must assess the level of disclosure risk and evaluate that risk
against FERPA’s confidentiality standard. This standard prohibits the release of information that
would permit a “reasonable person in the school community… to identify [an individual] within
reasonable certainty.” 3

II. Applicability

This policy applies to all FERPA and IDEA protected data as well as other student data which OSSE
releases publicly or to parties as requested, including instances under data sharing agreements
unless otherwise negotiated. OSSE will apply this policy to data releases and data sharing
agreements from the date of publication of this policy. Some though not all historical files may be
updated to meet this standard.
This policy will undergo periodic review to ensure all standards remain applicable to OSSE’s data
practices. OSSE reserves the right to update this policy based on these reviews.

III. Rationale

This policy aligns the agency with the best practices under FERPA. In doing so, this policy will
strengthen OSSE’s internal data protection and privacy practices by setting requirements
about the methods for and full scope of verifiable data suppression for all data released by
OSSE.
In creating this policy, OSSE aims to balance the values of public transparency, student
privacy, equity in reporting and consistency of practice throughout all data releases.

V. Policy

OSSE will apply consistent suppression rules to all published data files unless noted as an
exception per Section VII below. The suppression rules listed below will be applied in the
order listed.
1. Denominators less than 10 and their corresponding percentages shall be reported
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as n<10.
2. Data shall be top- and bottom-coded variably based on the denominator according to the
table below. This provides the greatest amount of information while protecting personally
identifiable information.
Denominator
10-20
21-100
101-1000
1001+

Suppression level
<=10% and >=90%
<5% and >95%
<1% and >99%
<.1% and >99.9%

3. In instances in which both the numerator and denominator are reported and
the percentage (whether or not that percentage is reported in the file) would be top- or
bottom-coded (e.g., 99.5% with a denominator of 150), OSSE shall suppress
the numerator (i.e., "DS"), leave the denominator unsuppressed, and top- or bottom-code
the related percentage. If only the denominator and percentage are reported, then data
shall be top- and bottom-coded as outlined in (2) and the denominator shall not be
suppressed.
4. Data shall be complementarily suppressed (denoted as "DS") in instances in which cells
would be able to be identified by subtracting one or more subtotals from a total. The “DS”
shall be applied to the cell with the next smallest denominator (or to multiple cells as
required).
IV. Definitions

Blurring:
• A method of suppression that involves reducing the precision of the disclosed data to
minimize identification. Examples include rounding, aggregating across different
populations or geographies, and reporting percentages in ranges instead of exact
counts. 4
Bottom Coding:
• Suppress with a bottom-code; is a lower limit on all published values for a variable. 5
Complementary Suppression/Dual Suppression:
• To reach the desired protection for risky cells, it is necessary to suppress additional
non-risky cells, which is called dual suppression or complementary suppression. OSSE
inserts “DS” to denote any instance of this method. 6
Data:
•

Expressed information representing facts in a variety of qualitative and quantitative forms,
including aggregate, individual level, and personally identifiable information.

Data Release:
• Publication of aggregate data accessible to the public.
Data Sharing Agreement:
• Data sharing agreements are legal documents between two or more parties that codify
the terms and conditions for the sharing and use of data. OSSE requires written
PTAC “Data De-identification: An Overview of Basic Terms”
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agreements when sharing personally identifiable information from education records
with third parties.
Disclosure:
• A disclosure, permitting access to or the release, transfer or other communication of
personally identifiable information contained in education records by any means. 7
Minimum n-size:
• To have a minimum sample size; The minimum number (n) of students necessary to
publish a student subgroup without jeopardizing privacy. 8
Personally Identifiable Information (PII):
• PII is information that, alone or in combination with other data, can be linked to a specific
student, including but not limited to: 9
o Name of student, parents, or other family members;
o Address of student, parents, or other family members;
o Personal identifier, such as a Social Security Number, unique student identifier
(such as OSSE’s USI), or biometric record; and
o Indirect identifiers, such as date of birth, place of birth, or mother’s maiden name.
Suppression:
• When releasing aggregate data, withholding or removing select data from a cell to
prevent the identification of individuals in small counts, typically based on n-size. 10
Top Coding:
• Suppress with a top-code for a variable; is an upper limit on all published values of that
variable. 11
VI. OSSE
OSSE expects all publicly released data and reports to go through a thorough Quality Assurance
Expectations for Data process to ensure the data suppression applied meets the standards stated in this policy as part of
Suppression Review the existing technical quality assurance process. This expectation applies to any third party
releasing data on behalf of OSSE as well as any internal release. OSSE staff can reference internal
guidance for futher information on this process.
VII. Exceptions

OSSE reserves the right to allow exceptions to this policy to maintain an appropriate balance of
transparency and privacy in circumstances where the general policy does not do so. As a standard
exception, basic school and school district enrollment counts, disaggregated by gender and
race/ethnicity are excluded from this policy.
Any other exceptions will be noted in OSSE Student Privacy and Data Suppression Policy
Exceptions and within the data notes tab for the specific file upon publication, where applicable.

IX. Further
Information

For more information on this policy, please contact Jenny Sanchez at Jennifer.Sanchez@dc.gov
and (202) 899-6135.
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